City of Seattle Invitation to Bid/Request for Proposal 
Addendum 

Updated on: 05/08/2019

The following is additional information regarding Request for Proposal# SPU-4745 – titled Mobile Work Management released on 03/21/2019. The due date and time for responses is 05/09/2019 3PM (Pacific). This addendum includes both questions from prospective proposers and the City’s answers and revisions to the ITB. This addendum is hereby made part of the ITB and therefore, the information contained herein shall be taken into consideration when preparing and submitting a bid. 
	Item #
	Date Received
	Date Answered
	Vendor’s Question
	City’s Answer
	ITB Revisions

	1
	03/22/19
	03/27/19
	Can companies from outside the USA apply for this? 
	Yes. 
	

	2
	03/22/19
	03/27/19
	Do we need to come over to Seattle for meetings
	No.
	

	3
	03/22/19
	03/27/19
	Can we perform tasks related to the RFP outside USA?
	Yes.
	

	4
	03/22/19
	03/27/19
	Can we submit the proposals via e-mail? 
	No.
	

	5
	04/01/19
	04/01/19
	Is it the intention of SPU to purchase an IBM product or are you considering solutions outside of IBM as well, that integrate with the Maximo application and meet specified requirements? 
	SPU is considering any solutions that integrates with the Maximo Asset Management application and meets specified requirements.  
	

	6
	04/03/19
	04/03/19
	Certified IBM partner: what does this mean?
	Must be in-line with Maximo upgrades when they occur
	

	7
	04/03/19
	04/03/19
	How is payment handled for Firm fixed price from the delivery side? Are you open to Time & Materials?
	Not open to time and materials. Firm fixed price based on milestones
	

	8
	04/03/19
	04/03/19
	Will you be at version 7.6.1 before the project ends? 
	Yes. 
	

	9
	04/03/19
	04/03/19
	Are all requirements in Security and Architecture Response considered mandatory? 
	No. However, Vendors should provide a complete response to all items that pertain to their system. 
	

	10
	04/03/19
	04/03/19
	Does Maximo currently support all transactions being asked for? 
	Yes, functionality requested is supported by Maximo today
	

	11
	04/11/19
	04/12/19
	The sixth minimum qualification states that the vendor is an IBM certified partner. It is our understanding that IBM certified partners are required by IBM to be certified resellers of IBM hardware or software products. Given that the vendor is not reselling an IBM software or hardware product, will vendors who are not IBM certified partners and not IBM certified resellers still qualify for the evaluation and scoring process?
	No, we are looking for a vendor that is a certified partner, but not necessarily a certified IBM reseller.  It is our understanding that it is not a requirement for an IBM certified partner to be an IBM reseller. Here is the link to the IBM PartnerWorld Program:
https://www.ibm.com/partnerworld/public/program-overview 
	

	12
	04/29/19
	05/02/19
	The City Information Security Standards link in section S-38 of the Security and Architecture Response is broken (Page Not Available).
 
If possible, please send a new link or pdf of the City Information Security Standards.

	Please ignore this requirement. 
	

	13
	04/30/19
	05/01/19
	The Security tab in the Security & Architecture tab isn’t editable. Please review and post a revised Excel file
	
	Please use the embedded Excel file below. It replaces the one in Section 13 of the RFP:


[image: image1.emf]Security   Architecture Response_0501.xlsx



	14a
	05/07/19
	05/08/19
	Is the "Attachment A - Scope of Work" a document intended to be available for reference in the initial proposal writing process?


	No. 
	

	14b
	05/07/19
	05/08/19
	Or is it a document that will be created once the contract is awarded?


	Yes. 
	




Page 7 of 7

Instructions

						Instructions



				This workbook is designed for the respondant to characterize their solution within the context of the City's technology environment. Answers to the prompts in each section are used to develop a "Characterization Value" for various facets within each of 4 domains. 

Respondent must complete all of the worksheets in this workbook.  For each of the prompts, please place the appropriate response code in the RESPONSE column (see Response Codes, below) .  Blank responses will be consider as "Not Provided".  

In the description field, describe how the product supports the feature described in the prompt and a reference to the product documentation for the feature. Note that the review team does not guarantee to review all referenced supporting documentation, so provide as much information as possible in this spreadsheet.


						Response Codes

				Code		Label		Description

				P		Provided		The requirement is satisfied by the software proposed with no modification to the source code.  The requirement is met either "out-of-the box" or through configuration of the application. Use this code for Yes.

				M		Modified 		A modification to the software is required to satisfy this requirement.  Describe how much work the modification(s) will entail. 

				F		Future Release		The requirement is met in the next immediate scheduled release of the software.  Provide a schedule for the next release(s).

				N		Not Provided 		The software will not satisfy the requirement. Use this code for No.



						Please complete the following information:



						Company:

						Contact Individual:

						Phone:

						e-mail:





Security

												Security

				Item #								Feature Prompt		RESPONSE COLUMN
P- Provided
M- Modified
F - Future release
N- Not Provided      		Vendor Response
Describe details on how your proposed software solution meets this requirement		Characterization

								aspect		seq		Security Architecture						Facet

				S-		1		architecture		3		Vendor performs security testing as part of the development process.						architecture

				S-		2						What type(s) of security testing does Vendor perform and how often?						application

				S-		3		architecture		4		Describe current test results obtained from a certified third party against a suitable standard, e.g., OWASP, explaining the results and any remedial actions taken.						architecture

				S-		4		architecture		5		Solution has application software security in its baseline product as opposed to utilizing strictly operating system and database security.						architecture

				S-		5		architecture		6		Solution secures and authorizes access to the underlying data and databases of the application.						architecture

				S-		6		architecture		7		Solution restricts viewing rights at the field level within a specified screen.						architecture

				S-		7		architecture		9		Solution supports 256-bit encryption and TLS						architecture

				S-		8		architecture		10		Permissions may be set for application objects, individual pages and/or page controls.						architecture

				S-		9		architecture		11		Information exchanged between devices via the System is secured and encrypted.						architecture

				S-		10		architecture		12		System masks the presentation of sensitive data as determined by the City based on user security.						architecture

				S-		11		authentication		0		System supports single sign-on.						authentication

				S-		12		authentication		1		System supports security log-on requiring a user ID and password to prevent unauthorized access to the system and its data files.						authentication

				S-		13		authentication		2		System supports 10-character passwords with password complexity of at least 1 upper case, 1 number, and 1 special character. 						authentication

				S-		14		authentication		3		System supports multi-factor authentication.						authentication

				S-		15		authentication		4		System can store up to 24 passwords to prevent reuse.						authentication

				S-		16		authentication		5		System can support intruder lockout after a certain number of attempts.						authentication

				S-		17		authentication		6		System supports passwords expiring after a specified number of days.						authentication

				S-		18		authentication		7		System utilizes password encryption for secured log on.						authentication

				S-		19		authentication		8		All stored passwords are encrypted and may not be viewed by humans.						authentication

				S-		20		authentication		9		System supports logging users off after a specified period of inactivity.						authentication

				S-		21		authentication		10		The solution supports token based authentication.
(City of Seattle requires that token based authentication is used. The City does not support establishment of site to site VPN to support LDAP or direct AD for authentication.)						authentication

				S-		21		authentication		11		Describe how the solution implements identity and access management.						authentication

				S-		22		authentication		12		Describe the authentication capabilities provided or used by the solution.						authentication

				S-		23		authentication		13		The solution supports SAML.						authentication

				S-		24		authentication		14		The solution supports Oauth.						authentication

				S-		25		authentication		15		The solution supports OpenID.						authentication

				S-		26		authentication		16		The solution supports LDAP.						authentication

				S-		27		authorization		1		Solution accounts are based on the principles of least privilege and roles, and are clearly documented.						authorization

				S-		28		authorization		2		Describe the capabilities for roles-based access and authorization (security profiles, roles, …) provided by the solution.						authorization

				S-		29		auditing		1		Solution provides a real-time security log for attempted violations complete with the date, time, and user ID.						auditing

				S-		30		auditing		3		Solution security function logs user transactions (changes in the data) for daily audit trail reporting. Logs are periodically reviewed for anomalies.						auditing

				S-		31		auditing		4		Solution allows the selection of which fields are included in the audit.						auditing

				S-		32		auditing		5		Solution log entries include Source application module (User Interface, API, etc.), Reason code, Reason description.						auditing

				S-		33		auditing		6		The application administrator may select application modules and data fields for which changes are to be logged.						auditing

				S-		34		auditing		7		Solution supports capturing username, userID, timestamp, success/failure of transaction, originating PC identifier, and transaction description as part of the security log attributes.						auditing

				S-		35		auditing		8		Solution provides reporting on user access by role for auditing purposes.						auditing

				S-		36		policy		2		Vendor conducts background checks on employees.						policy

				S-		37		policy		3		Vendor employees are required to sign a non-disclosure agreement.						policy

				S-		38		policy		4		Solution conforms to City Information Security Standards as described here: http://www.seattle.gov/informationsecurity/pdf/ISSP-Web.pdf 						policy

				S-		39		policy		7		Vendor maintains a single point of contact for escalation of security issues.						policy

				S-		40		policy		8		Vendor has established an Incident Response Plan (IRP) addressing the strategy, process and procedures for the timely detection of and responses to the effects of an information security incident.						policy

				S-		41						Vendor has establshed a Disaster Recovery Plan (DRP) addressing the strategy, process and procedures to recover IT infrastructure and City data in the event of a disaster. This document is expected to align with the City’s Business Continuity Plan.						policy

				S-		42		policy		10		Vendor's DRP is tested annually for the successful recovery of programs and data.						policy

				S-		43		policy		0		Vendor can attest to compliance with SOC 2 Type 2 operating controls. If not currently compliant, explain what is being done to achieve compliance.						policy

				S-		44		policy		1		What formal controls has vendor established where an independent audit or review is performed regularly to assure systems and operations meet required regulations or standards e.g. ISO, PCI?						policy

				S-		45						Does the vendor contractually require sub-contractors to adhere to clients' security requirements?						policy

				S-		46		privacy		0		Data in transit can be encrypted with a NIST-approved encryption method and key strength.						privacy

				S-		47		privacy		1		Data at rest can be encrypted with a NIST-approved encryption method and key strength.						privacy

				S-		48		privacy		2		Backup data can be encrypted with a NIST-approved encryption method and key strength. 						privacy

				S-		49						City data at rest can be securely disposed using a NIST-approved method.						privacy

				S-		50						How does the vendor protect City data from their privileged employees (e.g., administrators)						privacy

				S-		51		privacy		3		Will Vendor share City data with any third party?						privacy

















































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































Architecture

												Architecture and Interfaces

				Item #								Feature Prompt		RESPONSE COLUMN
P- Provided
M- Modified
F - Future release
N- Not Provided      		Vendor Response
Describe details on how your proposed software solution meets this requirement		Characterization

								aspect		seq		Architecture and Interfaces						Facet

				AI-		1		environment		0		The system architecture is modular in nature, separating presentation from processing and data persistence.						environment

				AI-		2		environment		1		Architecture of system is designed to optimize performance, availability, disaster recovery and security.						environment

				AI-		3		environment		2		Describe the architecture of your solution, detailing the various components (both hardware, if applicable, and software) and their high level functions. A context diagram is helpful.						environment

				AI-		4		environment		3		Where are the components hosted (e.g., application may be on application server, client on desktop)?						environment

				AI-		5		environment		4		The solution is based on a single instance for its application services (e.g., single application server, single middleware server, single database server comprising a single instance for all functionality).						environment

				AI-		6		environment		5		If the solution has multiple instances, describe the architecture of the various instances and how they are configured to provide the solution's functions.						environment

				AI-		7		environment		11		The solution support virtualization of compute and storage infrastructure.						environment

				AI-		8		environment		12		List any specific hardware and/or software requirements.						environment

				AI-		9		environment		13		Backup and disaster recovery capabilities are provided for business continuity capabilities.						environment

				AI-		10		environment		14		Describe how the solution provides business continuity capabilities with its backup and disaster recovery features.						environment

				AI-		11		environment		15		The solution can fail-over to a standby system within minutes.						environment

				AI-		12		performance		6		The solution architecture enables scalable configurations to ensure performance.						performance

				AI-		13		performance		7		Describe the strategy for solution scalability (e.g, horizontal, distributed).						performance

				AI-		14		performance		8		The solution architecture supports highly available configurations.						performance

				AI-		15		performance		9		Describe the highly available architecture.						performance

				AI-		16		application		0		State any client requirements for solution capabilities, such as document access and manipulation. 						application

				AI-		17		application		1		System requires no client-side software beyond the browser.						application

				AI-		18		application		2		Solution is compatible with multiple versions of Internet Explorer (starting with IE 11), Chrome, and/or Firefox. 						application

				AI-		19		application		3		System does not require installation of browser plugins (e.g., Active-X Controls, Applets).						application

				AI-		20		application		4		System provides the ability to generate email and calendaring messages that are compatible with Microsoft Outlook.						application

				AI-		21		application		5		The solution provides configuration options for managing functional (e.g., configuration of valid values) and non-functional capabilities (e.g., configuration to enable specific web services).						application

				AI-		22		application		6		The solution configurations includes algorithms for processing data (as opposed to requiring customization or custom development) 						application

				AI-		23		application		7		Describe an example of implementing a capability that exceeds the ability to configure the solution and would require customization.						application

				AI-		24		application		8		What is the amount of anticipated configuration vs customization to support the City’s communicated / documented business requirements.						application

				AI-		25		application		9		Describe the configuration steps and deployment procedures to implement a configuration change to the solution.						application

				AI-		26		application		10		Externally facing (public web) user interface is ADA compliant.						application

				AI-		27		application		11		Externally facing (public web) browser/user interface is mobile responsive.						application

				AI-		28		application		12		Internally facing browser/user interface is mobile responsive.						application

				AI-		29		application		13		The solution's mobile capabilities are implemented through an application that must be installed on the device.						application

				AI-		30		integration		0		Solution is based upon a service oriented architecture.						integration

				AI-		31		integration		1		System includes interfaces with an open API.						integration

				AI-		32		integration		2		System supports industry standards REST or SOAP for web services.						integration

				AI-		33		integration		3		Solution supports JSON payloads.						integration

				AI-		34		integration		4		Solution supports XML payloads.						integration

				AI-		35		integration		5		Describe the solution's payloads which conform to an open industry standard data model (e.g., CIM, MultiSpeak).						integration

				AI-		36		integration		6		Describe the solution's payloads that conform to a proprietary format.						integration

				AI-		37		integration		7		Solution supports CSV payloads						integration

				AI-		38		integration		8		Describe the solution's provisions for facilitating bulk data imports (input) from other systems.						integration

				AI-		39		integration		9		Describe the solution's provisions for facilitating bulk data extraction (output) to other systems.						integration

				AI-		40		reporting		0		The solution provides standard reporting and analytics capabilities.						reporting

				AI-		41		reporting		1		Describe the solution's reporting and analytics capabilities.						reporting

				AI-		42		reporting		2		The solution provides out-of-the-box reports.						reporting

				AI-		43		reporting		3		Describe the out-of-the-box reports (type, number, description).						reporting

				AI-		44		reporting		4		Describe specific reporting and analytics tools that are commonly used with the solution.						reporting





Saas Environment

												SaaS Environment

				Item #								Feature Prompt		RESPONSE COLUMN
P- Provided
M- Modified
F - Future release
N- Not Provided      		Vendor Response
Describe details on how your proposed software solution meets this requirement		Characterization

								aspect		seq		SaaS Environment						Facet

				SE-		1		architecture		1		Vendor has back-up data center geographically separated from primary data center.						architecture

				SE-		2		architecture		2		Vendor has a comprehensive, documented business continuity and disaster recovery plan.						architecture

				SE-		3		architecture		3		Hosting environment supports load balancing and redundancy. 						architecture

				SE-		4		architecture		4		Vendor has adequate data backup and restore procedures. 						architecture

				SE-		5		architecture		5		Adequate storage capacity exists and is readily expandable as usage increases. 						architecture

				SE-		6		architecture		6		No downtime is required for expansion of necessary storage.						architecture

				SE-		7		architecture		7		Hosting environments are located within the United States						architecture

				SE-		8		architecture		8		Data centers have power backup.						architecture

				SE-		9		SLA		0		Vendor must provide a Service Level Agreement						SLA

				SE-		10		SLA		1		Provide the value for the Recovery Time Objective (RTO).						SLA

				SE-		11		SLA		2		Provide the value for the Recovery Point Objective (RPO).						SLA

				SE-		12		SLA		3		Metrics consistently demonstrate high reliability including (Mean Time Between Failure (MTBF) and Mean Time to Recover (MTTR).						SLA

				SE-		13		SLA		4		Uptime of 99.0% guaranteed.						SLA

				SE-		14		SLA		5		System usage and performance are monitored on an ongoing basis.						SLA

				SE-		15		SLA		6		Advanced notice of SLA change of at least 90 days.						SLA

				SE-		16		SLA		7		Service credits/refunds for outages equal to or greater than the cost of service during outage with no limits.						SLA

				SE-		17		SLA		8		Notification window for customer to submit SLA miss claim equal to or greater than two billing cycles						SLA

				SE-		18		SLA		9		All ownership rights to data, inputs and outputs remain with the customer						SLA

				SE-		19		SLA		10		Application availability is monitored by the vendor and reported to the City.						SLA

				SE-		20		SLA		11		SLAs include performance, issue resolution, request and audit metrics						SLA

				SE-		21		SLA		12		Documented procedure for escalation if SLAs are not met						SLA

				SE-		22		SLA		13		Publicly accessible and downloadable terms of service						SLA

				SE-		23		SLA		14		Terms and conditions of the contract tied to the SLAs						SLA

				SE-		24		SLA		15		Vendor provides customer support 8am - 6pm PST/PDT						SLA

				SE-		25		SLA		16		Offer negotiation for custom terms of service/cloud-hosting agreement						SLA

				SE-		26		SLA		17		Provider automatically notifies customers of an SLA miss						SLA

				SE-		27		SLA		18		Vendor must provide a Maintenance Agreement						SLA

				SE-		28		SLA		19		Describe the procedure for retrieving data from the system when the contract ends (including data format, media, etc.).						SLA

				SE-		29		security		1		Vendor can supply attestation or certification that the system has been tested for common web application security vulnerabilities, and has been found to be free of significant security defects.						security

				SE-		30		security		2		Vendor regularly monitors and ensures security through  logs, intrusion detection, and system access  controls (e.g., checking the logs to verify failed and successful logins, password changes) and evaluates level of threat.						security

				SE-		31		security		3		Vendor has automated systems in place to ensure viruses are detected and prevented. 						security

				SE-		32		security		4		Vendor has policies for data retention and destruction.						security

				SE-		33		security		5		Hosting facility provides physical security controls over ingress and egress.						security

				SE-		34		SLA		20		What are the connectivity/network/bandwidth requirements of your solution?						SLA

				SE-		35		desktop		1		Browser support for Internet Explorer 11+; provide details on versions supported in comments.						desktop

				SE-		36		desktop		2		Browser support for Firefox; provide details on versions supported in comments.						desktop

				SE-		37		desktop		3		Browser support for Chrome; provide details on versions supported in comments.						desktop

				SE-		38		desktop		3		System is capable of synchronizing with Microsoft's ADFS						desktop





















































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































On-premises Environment

												On-premises Environment

				Item #								Feature Prompt		RESPONSE COLUMN
P- Provided
M- Modified
F - Future release
N- Not Provided      		Vendor Response
Describe details on how your proposed software solution meets this requirement		Characterization

								aspect		seq		On-premises Environment						Facet

				SH-		1		database		1		Database is Oracle 12c+						database

				SH-		2		database		2		Database is Microsoft SQL Server						database

				SH-		3		database		3		Database is Informix						database

				SH-		4		desktop		1		Desktop OS supported is Windows 7 64 bit						desktop

				SH-		5		desktop		2		Windows application deployment is Microsoft Software Configuration Manager						desktop

				SH-		6		desktop		3		Browser support for Internet Explorer 11+; provide details on versions supported in comments.						desktop

				SH-		7		desktop		4		Browser support for Firefox; provide details on versions supported in comments.						desktop

				SH-		8		desktop		5		Browser support for Chrome; provide details on versions supported in comments.						desktop

				SH-		9		development		1		Software customization environment is Java						development

				SH-		10		development		2		Software customization environment is .NET						development

				SH-		11		development		5		Application development environment is Eclipse						development

				SH-		12		development		5		Application development environment is Oracle Jdeveloper						development

				SH-		13		development		3		Application development environment is Microsoft Visual Studio						development

				SH-		14		server		1		Windows Server OS is Windows 2016 Server						server

				SH-		15		server		2		Unix OS is Solaris 11+						server

				SH-		16		server		3		Red Hat Enterprise Linux RHEL7						server

				SH-		17		server		4		Web server is Microsoft IIS						server

				SH-		18		server		5		Web server is Oracle Weblogic						server

				SH-		19		server		6		Web server is Apache						server

				SH-		20		server		7		Application server (unix) is Weblogic 12c+						server

				SH-		21		server		8		Remote application hosting is Citrix						server

				SH-		22		server		9		Windows Server Virtualization is VMWare						server

				SH-		23		server		10		Unix virtualization is Solaris 11+ Zones						server

				SH-		24		soa		1		Service bus/BPEL process engine is Oracle SOA						soa

				SH-		25		support		1		Vendor provides customer support 8am - 6pm PST/PDT						support

				SH-		26		support		2		Vendor provides a Maintenance Agreement						support








